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About Hong Kong Internet of Things Centre of Excellence

The Internet of Things Centre of Excellence (loT Centre) has been well renowned as
the ONLY showroom in Hong Kong to provide live demo of loT technologies. The loT
Centre is supported by the Innovation and Technology Commission of the HKSAR
Government as well as the industries, technology partners and organizations which
championed loT.
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Any opinions, findings, conclusions or recommendations expressed in this material / event (or by members of the project
team) do not reflect the views of the Government of the Hong Kong Special Administrative Region, the Innovation and
Technology Commission or the Vetting Committee of General Support Programme of the Innovation and Technology Fund.
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Preface Bii S

The Internet of Things is no longer a
“fiction” in a paper book, itis HAPPENING
now.

The Internet of Things refer to any smart
interconnected devices (e.g. RFID, sensors, etc.)
that enterprises or organization adopted to obtain
more visibility in to the identification, location,
and condition of products, assets, transactions,
or even people with the ultimate goals to be able
to trace their pedigree and to drive more effective,
timely business decisions or to improve customer
interactions.

Imagine a world where everything is traceable,
everything can be identified and everything
is connected to the Internet together, these
connections may change how we see the
world, how the world see us, and how we
work together with these smart object to
make smarter business and better life.
For instance, business may no longer run out of
stock or generate waste products, as involved
parties would know which products are required
and consumed. With the many business benefits
promise and those to be unlocked, the adoption
of Internet of Things will serve as the catalyst to
bring about sustainability, growth and profitability

to the enterprises and organizations.

Like something out of a sci-fi movie, the Internet
of Things promises to transform our daily lives.
Your plants will text you when they need to be
watered. Your coffee maker will brew a stronger
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cup when your bed transmits data that you
didn’t sleep well last night. Your child can make
friends with children in another continent with an
Internet connected toy. Your daily life in future will
be well taken care by these smart objects, which
sound great, right?

Let's get started to understand and embrace
the advancing Internet of Things enabling
technologies now.
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A

AIDC

Automatic identification and data capture (AIDC)
refers to the methods of automatically identifying
objects, collecting data about them, and entering
that data directly into computer systems [(i.e.
Technologies
typically considered as part of AIDC include bar

without human involvement).
codes, Radio Frequency lIdentification (RFIDJ,
biometrics, magnetic stripes, Optical Character
Recognition (OCR], and voice
recognition. AIDC is also commonly referred to
as “Automatic Identification,” “Auto-ID,” and

(Wikipedia)

smart cards,

“Automatic Data Capture.”

Active RFID Tag

Active RFID is a form of Auto ID (automatic
identification) characterised by the use of ID tags
which are self powered. They have their own
battery, and typically emit a signal at a predefined
rate, usually with an interval of about one second
between transmissions.
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Big Data

“Big data is high volume, high velocity, and/
or high variety information assets that require
new forms of processing to enable enhanced
decision making, insight discovery and process
optimization.” (Gartner)

KSR

REBEREREN RESK/IE
BEZNBEREE  MBEALH
MR > RFRR - 2R
RREEABALRAZ o (Gartner)

BLE

Bluetooth low energy or Bluetooth LE, marketed
as Bluetooth Smart, is a wireless personal area
network technology designed and marketed by
the Bluetooth Special Interest Group aimed at

novel applications in the

healthcare, fitness, security, v

and home entertainment o
industries. Compared to Q

Classic Bluetooth, Bluetooth

Smart is intended to provide
considerably reduced power ?
consumption and cost while
maintaining a similar communication range.
Bluetooth Smart was originally introduced under
the name Wibree by Nokia in 2006. ]It was merged
into the main Bluetooth standard in 2010 with
the adoption of the Bluetooth Core Specification
Version 4.0. (Wikipedia)
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Cloud Computing

Cloud computing is the delivery of computing
as a service rather than a product, whereby
shared resources, software, and information
are provided to computers and other devices as
a utility (like the electricity grid) over a network
(typically the Internet). Clouds can be classified
as public, private or hybrid. (Wikipedia)
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Cold Chain Temperature Management
Solution

To monitor temperature changes and generate
business critical alerts along the supply chain
in a cost effective way
with a RFID (Radio
Frequency ldentification)
temperature sensor tag
embedded in the logistics

units.
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Data Quality Framework

The Data Quality Framework (DQF) provides
practices guide
for the improvement of data quality and allows

an industry-developed best
companiestobetterleveragetheir
data quality programmes and to
ensure a continuously-improving
cycle the generation
master data. It details the crucial
processes and capabilities that
help
their data quality and maintain
a sustainable good quality data
output. (GS1)

for of

organisations  improve

Data Security

Data security refers to protective digital
privacy measures that are applied to prevent
unauthorized access to computers, databases
and websites. Data security also protects data
from corruption. Data security is the main priority
for organizations of every size and genre. Data
security is also known as information security
(IS) or computer security.
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Data Centre

A data centeris a facility used to house computer
systems and associated components, such as
telecommunications and storage systems. It
generally includes redundant or backup power
supplies, redundant data communications
connections, environmental controls (e.g. air
conditioning, fire suppression) and various
security devices.
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Electronic Product Code™ (EPC)

Electronic Product Code™ (EPC) is a numbering
system, which works with Radio Frequency
(RFID) technology and global
communications networks, to track and trace

|dentification

goods as they move through the global supply
chain. When an item carries an RFID tag
embedded with an EPC number, its origins,
date of production and other information can be
discovered simply by scanning the RFID tag and
accessing a secure remote computer database.
EPC is the global RFID standard for numbering
in the supply chain management space. As its
adoption has spread, EPC is helping more and
more businesses to control product quality,
deliver goods on time and achieve optimal supply
chain efficiency, which ultimately benefits the
consumer. (651 Hong Kong)

Electronic Article Surveillance (EAS)

(EAS)
technological method for preventing shoplifting
from retail stores, pilferage of books from
libraries or removal of properties from office
buildings. Special tags are fixed to
merchandise or books. These tags are
removed or deactivated by the clerks
when the item is properly bought or
checked out. At the exits of the store, a

Electronic article surveillance is a

detection system sounds an alarm or
otherwise alerts the staff when it senses
active tags.
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Electronic Point Of Sale (EPOS)

Electronic Point Of Sale (EPQS) is the place
where a retail transaction is completed. It is the
point at which a customer makes a payment to
the merchant in exchange for goods or services.
At the point of sale the retailer would calculate
the amount owed by the customer and provide
options for the customer to make payment. The
merchant will also normally issue a receipt for
the transaction.
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Global Positioning System (GPS)

The Global Positioning
System (GPS]) is a space-
based satellite navigation

system that provides location
and time information in all
weather conditions, anywhere
on or near the Earth where
there is an unobstructed
line of sight to four or more
GPS satellites. The system provides critical
capabilities to military, civil and commercial
users around the world. It is maintained by the
United States government and is freely accessible

to anyone with a GPS receiver.

General packet radio
service [GPRS) is a packet
orientedmobile data
service on the 2G and
3Gcellular communication

General packet radio service (GPRS)
system’s global system for
mobile  communications

)

standardized by European Telecommunications
Standards Institute (ETSI) in response to the
earlier CDPD and
cellular technologies.

i-mode packet-switched
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Global Data Synchronization Network
The Global Data Synchronization Network
(GDSN] is an internet-based, interconnected
network of interoperable data pools and a global
registry known as the GS1 Global Registry, that
enables companies around the globe to exchange
standardised and synchronisedsupply chain data
with their trading partners using a standardised
Global Product Classification.

GDSN assures that data exchanged between

trading partners is accurate and compliant with
universally supported standards. GDSN consists

v

of supplier/retailer trading partner,
data pools that hold and process
trading partner data and the GS1
Global Registry, a directory that
helps locate data sources and keep
relationships trading
partners in sync.
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Geographic Information System (GIS)

(GIS)
computer system designed to capture, store,
manipulate, analyze, and present
all types of spatial or geographical data. The
acronym GIS is sometimes used for geographical
information science or geospatial information
studies to refer to the academic discipline or
career of working with geographic information

Geographic Information System is a

manage,

systems and is a large domain within the broader
academic discipline of Geoinformatics.
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High Resolution Management

High Resolution Management is a new approach
to management that emerging hand-in-hand
with new tools such as RFID, GPS and digital

S REEE

B PR EHEZ RERGEBRR
PREMRAFNEBEREEFTAR
REEN—ENEEE

technologies. P——r

Health Informatics

Health informatics is a discipline at the
intersection of information science, computer
science, social science,
behavioral science and
health care. It deals with
the resources, devices,
and methods required to
optimize  the acquisition,
storage, retrieval, and use
of information in health
and  biomedicine. Health
informatics tools include computers, clinical
guidelines, formal medical terminologies, and
information and communication systems. It is
applied to the areas of nursing, clinical care,
dentistry, pharmacy, public health, occupational
therapy, physical therapy and (bioJmedical
research, and alternative medicine too.
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Internet of Things (loT)

A global
infrastructure, linking
physical and virtual
objects through
the exploitation of
data  capture
communication capabilities. This infrastructure

network

and
includes existing and evolving Internet and
network developments. It will offer specific
object-identification, sensor and connection
capability as the basis for the development of
independent federated services and applications.
These will be characterised by a high degree
of autonomous data capture, event transfer,
network  connectivity and interoperability.
(CASAGRAS, an EU Framework 7 project]

loT for Business

Any smart interconnected
devices (e.g. RFID, sensors,
etc.) that enterprises or

organization  adopted to
obtain more visibility into the
identification, and
condition of products, assets,
transactions, or even people
with the ultimate goals to be able to trace their

pedigree and to

location,

drive more effective, timely
business decisions or to improve customer
interactions. (GS1 Hong Kong]
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Internet Protocol Version 6 (IPvé)

Internet Protocol version 6 (IPvé) is the latest
version of the Internet Protocol (IP), the
communications protocol that provides an
identification and location system for computers

on networks and routes traffic across the
Internet. IPvé6 was developed by the Internet
Engineering Task Force (IETF) to deal with
the long-anticipated problem of IPv4 address
exhaustion. (Wikipedia)
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Logistics Management

Logistics Management is the part of supply
chain management that plans, implements, and
controls the efficient, effective, forward, and
reverse flow and storage of goods, services, and
related information between the point of origin
and the point of consumption in order to meet
customer’s requirements.
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Machine to Machine (M2M)

Machine to Machine (M2M])
refers  to  technologies
that allow both wireless
and wired systems to
communicate with other
devices of the same type

(Wikipedia)

Mobile Computing

Mobile ~ Computing is  human-computer
interaction by which a computer is expected to
be transported during normal usage. Mobile
computing involves mobile communication,
mobile hardware, and mobile software.
Communication  issues include ad hoc
and infrastructure networks as well as
communication properties, protocols, data
formats and concrete technologies. Hardware
includes mobile devices or device components.
Mobile software deals with the characteristics
and requirements of mobile applications.
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Mobility for Business

Mobility is the trend toward a shift in work habits,
with more employees working out of the office
and using mobile devices and cloud services to
perform business tasks.

The term refers not only to mobile workers
and mobile devices, but also to the mobility
of corporate data. An employee may upload a
corporate presentation from his or her desktop
PC to a cloud storage service, then access it
from a personal tablet to show at a client site.

Mobility can improve employee productivity,
but it also creates security risks. Mobility
management products, such as data loss

prevention technologies, are available to help
IT departments address these risks. A strong
acceptable use policy for employees can also
contribute to a successful mobility strategy for
enterprise.
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Near Field Communication (NFC)

™  Near Field
(NFC) is a set of standards for
smartphones and similar devices
to establish radio communication

Communication

with each other by touching them together or
bringing them into proximity, usually no more
than a few centimeters.

Network

A network is a group of two or more computer
systems linked together. There are many types of
computer networks, including:

e local-area networks (LANs]): The computers
are geographically close together (that is, in
the same building].

e wide-area networks (WANs]: The computers
are farther apart and are connected by
telephone lines or radio waves.

e campus-area (CANs):  The
computers are within a limited geographic
area, such as a campus or military base.

networks

e metropolitan-area networks MANs): A data
network designed for a town or city.

e home-area networks (HANs): A network
contained withina user’'s home that connects
a person’s digital

[y
devices. \/\' g

ey
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QR Code (Quick Response Code)

QR code (abbreviated from Quick Response Code)
is the trademark for a type of matrix barcode (or
two-dimensional barcode] first designed
for the automotive industry in Japan. A E"l
barcode is a machine-readable optical

label that contains information about the
item to which it is attached. A QR code E
uses four standardized encoding modes
(numeric, alphanumeric, byte / binary, and kanji)
to efficiently store data; extensions may also be
used. (Wikipedia)

Originally designed for industrial uses, QR codes
have become common in consumer advertising.
Typically, a smartphone is used as a QR code
scanner, displaying the code and converting it to
some useful form (such as a standard URL for
a website, thereby obviating the need for a user
to type it into a web browser). The QR code has
become a focus of advertising strategy, since
it provides a way access to a brand’s website
more quickly than by manually entering a URL.
(Wikipedia)
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Radio Frequency Identification (RFID)

Radio Frequency ldentification (RFID) is the
wireless use of electromagnetic fields to transfer
data, for the purposes of automatically identifying
and tracking tags attached to objects. The tags
contain electronically stored information. Some
tags are powered by and read at short ranges (a
few meters) via magnetic fields (electromagnetic
induction). Others use a local power source such
as a battery, or else have no battery but collect
energy from the interrogating EM field, and then
act as a passive transponder to emit microwaves
or UHFradio
radiation at high frequencies). Battery powered
tags may operate at hundreds of meters. Unlike
a barcode, the tag does not necessarily need to
be within line of sight of the reader, and may be
embedded in the tracked object. (Wikipedia)

waves (i.e., electromagnetic

Responsive web design (RWD)

Responsive web design (RWD) is a web design
approach aimed at crafting sites to provide an
optimal viewing experience—easy reading and
navigation with a minimum of resizing, panning,
and scrolling—across a wide range of devices
(from mobile phones to desktop computer
monitors).
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Real Time Location System (RTLS)

Real Time locating systems (RTLS) are used to
automatically identify and track the location of
objects or people in real time, usually within a
building or other contained area. Wireless RTLS
tags are attached to objects or worn by people,
and in most RTLS, fixed reference points receive
wireless signals from tags to determine their
location. Examples of real-time locating systems
tracking through an
assembly line, locating pallets of merchandise in

include automobiles
a warehouse, or finding medical equipment in a
hospital.

The physical layer of RTLS
technology is usually some
form of radio frequency (RF)
communication, but some
systems use optical (usually

infrared) or (usually

ultrasound)
technology instead of or in addition to RF. Tags
and fixed reference points can be transmitters,

acoustic

receivers, or both, resulting in

possible technology combinations.

numerous

RTLS are a form of local positioning system,
and do not usually refer to GPS, mobile phone
tracking. Location information usually does not
include speed, direction, or spatial orientation.
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Sensor

A sensor (also called detector) is a converter
that measures a physical quantity and converts it
into a signal which can be read by an observer or
by an (today mostly electronic) instrument. For
accuracy, most sensors are calibrated against
known standards.

Type of Sensor
e Barcode

e RFID

e Light

e  Motion

e Temperature

e Magnetic fields
e Gravity

e Humidity

e Moisture

e Vibration

e  Pressure

e  Electrical fields
e Sound

e GPS

e  QOther physical aspects of the external
environment
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Smart City

A smart city (also smarter city) is an emerging
conceptual view of a city that promotes the use
of information and communication technologies
(ICTs) to engage with citizens to develop social
capital and intellectual capital, to make better
use of hard infrastructure (physical capitall,
reduce usage of environmental capital and
support smart growth (sustainable economic
development). The inclusion of social
environmental capital distinguishes smart cities
from the more technology-laden terms of digital
city and Intelligent city.

and

create more effective urban
systems capable of addressing contemporary
challenges and urban problems. They create
more innovative and competitive cities, based on

Smart cities

knowledge clusters, people-led innovation, and
global networking; offering higher capacity of
monitoring and management of environmental
issues; improved city transportation;
secure urban spaces. This greater effectiveness
is based on solutions /platforms integrating
human, collective and artificial intelligence
(in other words urban activities, institutional
capacity, and IT).

more
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Traceability CIEEE:

Traceability is the ability to  RAIBHME 2 LIA XA 424 A058
verify the history, location, ZREZE—EYRMNESE  LEE
or application of an item FRYEES o ( (HEEBFRL) HXXR)
by means of documented

recorded identification.

(Wikipedia)

Ubiquitous Computing ERES

Ubiquitous computing (ubicomp) is a concept X RIEE 28t TRMNEISEEMN
in software engineering and computer science —{Af& @ BIBEZE A HIRIT(EM
where computing is made g A

to appear everywhere and Fe-HEME

anywhere. In contrast to desktop Eﬁ te o EE
computing, ubiquitous computing BEEgEM
can occur using any device, in KE - EEM
any location, and in any format. A B DUER A
user interacts with the computer, : NHET - AKX

which can exist in many different forms, including F@EBE LB RNETZ X EBIE G E -
laptop computers, tablets and terminals in BIFEFIBE « TR B L%
everyday objects such as a fridge or a pair of # - DIZEKEREESHED R °
glasses. The underlying technologies to support 2 KB &R B T A4S -
ubiquitous computing include Internet, advanced SR NEH ~ FEZRL ~ RER
middleware, operating system, mobile code, #E - E(ESS - ?ﬁﬁ(%ﬁ%ﬁ Ry A/
sensors, microprocessors, new |/0 and user BHFEBRNE ~ BLE S REH
interfaces, networks, mobile protocols, location 7 ~ {ﬁﬁ%{]ﬁ{\ju&%ﬁ%ﬂ ( (#
and positioning and new materials. (Wikipedia) HERD) =Z3UR)
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Supply Chain Visibility

The practice of capturing and storing data,
creating intelligence, and altering decisions
based on the three cross-organizational
flows in the supply chain (materials, capital,

along with their
details”  (www.supply-chain-

and information) relevant
environmental

visibility.com)

Virtualization

Virtualization, in computing, is a term that
refers to the various techniques, methods or
approaches of creating a virtual (rather than
actual] version of something, such as a virtual
hardware platform, operating system (OS],
storage device, or network resources. This

article lists and briefly explains these methods.
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Web 2.0

Web 2.0 describes World Wide Web sites that
use technology beyond the static pages of earlier
Web sites. The term was coined in 1999 by Darcy
DiNucci and was popularized by Tim O'Reilly at
the O'Reilly Media Web 2.0 conference in late
2004. Although Web 2.0 suggests

a new version of the World

Web 2.0Vt s #4858 R AV H AT
BETEHNRALFRE®ENAA
ik o 7={@ /A Darcy DiNucci 721999
FAE - 4 Tim O'Reilly 7220044
F‘ E O'Reilly Media Web 2.0 €&
K o BEsAWeb  2.012
Y — B IRANE
HHR - ETARENR

Wide Web, it does not refer ‘X‘
to an update to any technical a@ HTH AT AT AR

specification, but rather to Q

ML B AR A

cumulative changes in the way FRNARNRENE
Web pages are made and used. S‘g % 1k -

A Web 2.0 site may allow users @ —{@Web 2.048u5A]
to interact and collaborate with « Qa DR P ETEEMN

each other in a social media

dialogue as creators of user-

generated content in a virtual community, in
contrast to Web sites where people are limited
to the passive viewing of content. Examples of
Web 2.0 include social networking sites, blogs,
wikis, folksonomies, video sharing sites, hosted
services, Web applications, and mashups.
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Wi-Fi

Wi-Fi, also spelled Wifi or WiFi, is a local area
wireless technology that allows an electronic
device to exchange data or connect to the
internet using 2.4 GHz UHF and 5 GHz SHF radio
waves. The name is a trademark name, and is
a play on the audiophile term Hi-Fi. The Wi-Fi
Alliance defines Wi-Fi as any “wireless local area
network (WLAN] products that are based on the
Institute of Electrical and Electronics Engineers’
(IEEE) 802.11 standards”.[1] However, since most
modern WLANs are based on these standards,
the term “Wi-Fi” is used in general English as
a synonym for “WLAN". Only Wi-Fi products
that complete Wi-Fi Alliance interoperability
certification testing successfully may use the
“Wi-Fi CERTIFIED" trademark. (Wikipedia)

Many devices can use Wi-Fi, e.g., personal
computers, video-game consoles, smartphones,
some digital cameras, tablet computers and
digital audio players. These can connect to a
network resource such as the Internet via a
wireless network access point. Such an access
point (or hotspot) has a range of about 20 meters
(66 feet) indoors and a greater range outdoors.
Hotspot coverage can comprise an area as small
as a single room with walls that block radio
waves, or as large as many square kilometres
achieved by using multiple overlapping access
points. (Wikipedia)
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XML

Extensible Markup Language (XML) is a markup
language that defines a set of rules for encoding
documents in a format that is both human-
readable and machine-readable. It is defined in
the XML 1.0 Specification produced by the W3C,
and several other related specifications, all
free open standards. The design goals of XML
emphasize simplicity, generality, and usability
over the Internet. It is a textual data format
with strong support via Unicode for different
human languages. Although the design of XML
focuses on documents, it is widely used for the
representation of arbitrary data structures,
for example in web services.Many application
(APIs)
developed to aid software developers with

programming interfaces have been
processing XML data, and several schema
systems exist to aid in the definition of XML-

based languages. (Wikipedia)

(XML)

AEEFRTES (XML) 2—R&R%
NS EERT —EXMHRE
ARl RSB ABMKES
HEESENY - EMERRE BME
ABEEEE (W3C) HIZERIXML 1.05%%
DR BIREMAERERRE - ©fY
BRE - FRRE - XMLAYRS
Bk —EEE TEMAM
MEEMEES - EMBEEILUX
FHE  WEBR—IBRAHRRMN
AR S RIEEARASE - #ARXML
MG U RIERR  ETK
Bz ARKEETNHRIEGEE
WTERAR RIS Z R © BB AF
BEREXMLER - ERAR TR
ZEMAREN A (AP - TFEH
BERNA G B EBZXMLE AR
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ZigBee

ZigBee is a specification for a suite of high-
level communication protocols used to create
personal area networks built from small, low-
power digital radios. ZigBee is based on an
IEEE 802.15 standard. Though its low power
consumption
to 10-100 meters line-of-sight, depending on
power output and environmental characteristics,
ZigBee devices can transmit data over long
distances by passing data through a mesh
network of intermediate devices to reach more

limits transmission distances

distant ones. ZigBee is typically used in low data
rate applications that require long battery life
and secure networking (ZigBee networks are
secured by 128 bit symmetric encryption keys.)
ZigBee has a defined rate of 250 kbit/s, best
suited for intermittent data transmissions from
a sensor or input device. Applications include
wireless light switches, electrical meters with
in-home-displays, traffic management systems,
and other consumer and industrial equipment
that requires short-range low-rate wireless data
transfer. The technology defined by the ZigBee
specification is intended to be simpler and less
expensive than other wireless personal area
networks (WPANs), such as Bluetooth or Wi-Fi.
(Wikipedia)
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